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1.1. Initial Interface

User Guide in English

1. User Guide

1.1 Initial Interface

) Tniversidad de Huchva
2/  Escucla Técnica Superior de Ingenicria

Help * EN

Create an account.

[ ) . @ Share your work with classmates
o e

and teachers

Create

Do you have one?

Log in to pick up right where you
left off.

Login

1.Initial Interface.

The initial interface of the programme consists of a top menu and two buttons that give
access to registration or login. The tabs that make up the menu are:

» Help:
o User Guide
o About

> En:
o Ee
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1.1. Initial Interface User Guide in English

1.1.1 Create User

Create an account

Email

Your university email

Password

Your password R

First name

Your name

Last name

Your Surname

Role

\:\ I'm not a robot

Haven't verified your account yet?

Create

2. Account creation form.

In this form that the user must fill in in order to access the application, he/she must enter
his/her University of Huelva e-mail address, a password containing at least 10
characters, including a capital letter (A Z), a lowercase letter (a z), a number (0 9) and a
special symbol (@$!%*?&). You will also have to enter your name and surname and click
on create, when you click on create you will be taken directly to the home page of the
application. The role and the university will be set automatically when the mail is
detected.
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1.1. Initial Interface User Guide in English

1.1.2 Login

Access your account

Email

Your university email

Password

Your password @

™

reCAPTCHA
Privacy - Terms

D I'm not a robot

Forgot your password?

Login

3. Login form.

In this form, the user must enter their University of Huelva email address and the
password (which they entered when creating the account previously). By clicking on login

you will access the home page of the application.

pg. 6



1.2 Main Interface (home) User Guide in English

1.2Main Interface (home)

&) ®niversidad de Huelva Settings Help & e
e > /4 Escuela Técnica Superior de Ingenierfa

My projects Repository

4. Main interface.

The main interface of the programme consists of a top menu and five buttons that give
access to all the programme's functions. Each button opens a different view, initially only
‘My projects’ and ‘Repository’ are accessible:

» My projects
Repository
Simulator
Devices
Phases

YV V VYV
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1.2 Main Interface (home) User Guide in English

1.2.1 My Projects:

Name Version Description Author Date

Copy of DDoS 12 E—) Antonio Ferndndez Gardla 2025-05-16 10:00:13

QOpen New Import Export Delete

5. View of ‘My Projects’ without selecting any of them.

This view is used to open, create, export and delete user protocols. It should be taken
into account that, if a project has not been created or imported, the rest of the options
cannot be accessed except for the repository, this option is given so that projects can be
imported from this and so that it is not necessary to create one from scratch.

Al

Name

DDoS attack

Version

1.0

Description

Distributed attack...

6. My Projects’ view, creating a project.

When you create a project, you will see lllustration 10 and you must add a name and
version, the description is optional. Once a project has been created or imported, we
must select it and open it in order to access it.

pg. 8



1.2 Main Interface (home)

User Guide in English

1.2.2 Repository:

Name

Version

Description

Author

Date

Likes

DDoS

DDaS

12

1.0

Antonio Fernandez Garcia

Antonio Fernandez Garcia

2025-04-24 10:20:33

2025-05-04 18:55:07

33
el

Delete

7. Repository’ view.

In this view you can find all the projects of the course that have been shared by the rest
of the classmates. You can import any project, delete your own projects and evaluate
them, thus forming a ‘ranking’ of projects.
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1.2 Main Interface (home) User Guide in English

Posit 17 4 Name: Cop
T Version: 12
Nami H. 1 14 1
_ Devices:
A
- L = . -
=
N Y mw
IPv6 Addresses: i 3 1, ac 36 - -
Ad Modify Delet, Finish

8. Devices’ view.

This view is used to manage the project devices, you can add up to a maximum of 40
devices, to choose the position you can click both on the topology number and on the
position field (first field on the left). To add a device, at least the first three fields must be
filled in (the IPs are optional) and click on the add button (otherwise it will not be saved).
Once added, it can be modified or deleted.

» Position: place where the device shall be located within the topology.
» Name: name of the device.

» Image: allows you to select an image to be displayed in the topology.
» |Pv4 Address: up to four IP version 4 addresses can be added for each device.
» |Pv6 Address: Up to four IP version 6 addresses can be added for each device.

If you come from the ‘My projects’ view, you must create at least two devices beforehand
to be able to access the phases.

When you click on any device, a tab will appear indicating its data, an example of which
can be seen in illustration 9.

Device Details

Name: Hacker
Position: 17
IPv4 Address: 192.168.1.151, 23.145.210.5

IPv6 Address: N/A

Close

9. Device information.
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1.2 Main Interface (home) User Guide in English

1.2.4 Phases:

Name: Copy of DDoS

Add Modify Delete Finish

10. ‘Phases’ view.

In the ‘phases’ view you can manage any of the phases of the protocol, apart from the
phase information itself (left sector) you can add extra information (in the theory field)
and questions with their respective answers to make a kind of test in the simulation
(central sector), if this sector is left blank nothing happens, because it is extra information
and therefore optional.

In order to complete the project phases there must be at least two phases.

To fill in a phase you must choose a phase number (there can be up to a maximum of
200 phases per project), choose the devices (A and B) involved, the direction of the
communication and the information that is being transmitted.
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1.2 Main Interface (home)

User Guide in English

1.2.5 Simulator:

€
1" 1 4
: |
- :
&S
2 8 31
3 34 6 37 8 39

N EEI' “

40

Name: Copy of DDoS
Version: 1.2

Time:

Score:

Correct Answers:

Test mode. O ves

@ o

start

11. ‘Simulator’ view.

This is the main view of the web application, where the previously created protocol can
be simulated in two different ways.

On the left side the phases are dynamically displayed, in the centre the topology
containing all the devices created and on the right side the project data, the simulation
data and the simulation options.

If the simulation arrow is selected both in the phase and in the topology, it will display the
theory information when the arrow is blue in the phase as shown in illustration 11 and

Attack the DMZ Name: Copy of DDoS
Hacker 9 t1 opy of DDoS
“ server
Version: 1.2
Attack the DMZ
Hacker ot 2 Time:
- - e
-_—
m—s Score:
E=—]
3 Bot 1 access your services == er Correct Answers

access your services

Test mode: O Yes

[ B

Finish

Stop

12. Simulation without test mode.

Theory

If instead of 2 bots there were hundreds or
thousands of them, the server would start to
collapse.

Accept

13. Phase theory.
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1.2 Main Interface (home) User Guide in English

If the test mode is selected, apart from the phases as we have seen in lllustration 11,
test type questions will appear and the time, correct and score markers will be activated,
this situation can be seen in lllustration 13.

a Bot 2 1 access your services Firewall
Name: Copy of DDoS
How many bots would it take to crash a server?
Version: 12
I,
It depends mainly on the available network bandwidth. O

Time: 10.46

It depends mainly on the server's CPU and memory. '
@ Score: 10.00
It depends primarily on the type and complexity of the
requests sent by the bots Correct Answers: |
O

It depends on the combination of all these factors (network,
CPU/memory, type of request) and the mitigation measures
deployed.

Testmode @ Yes (O Ne

1

Finish Stop

14. Simulation with test.
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1.3 Menu User Guide in English

1.3Menu

Settings Help - EN

15. Menu.
In this small menu we can choose between:

» Languages:

£  ES

16. Languages.

This section of the menu is used to control the language of the website according to the
user's preference.

» Help:

Help

User guide

About

17. Help.

pg. 14



1.3 Menu User Guide in English

User guide: gives access to this guide, which explains the different functionalities offered
by the application.

About: displays the following information.

About

Final Degree Project in Computer Engineering
Student: Antonio Fernandez Garcia
Original idea by: Jhon Carlos Mendoza Betancourt
Teacher: Dr. Tomas de J. Mateo Sanguino
Institution: Higher Technical School of Engineering
Year: 2024

Version: 3.0 - All rights reserved

Come back

18. About.
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1.3 Menu User Guide in English

» Settings:

Settings

Configuration

Log out

19. Settings.

Configuration: gives access to the configuration options of the simulation.

Configuration

Delay between phases

2 seconds

Animations in transitions ()

Time in questions (:)

Daltonic mode
Come back

20. Configuration Window.

Logout: Logs the user out and returns to login.
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